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4 Conversations about Digital: Understanding

The following conversation starters can help gauge the
level of understanding of each child in the family. Choose
a topic for a whole family conversation, for example, at
mealtimes. These questions are specially designed to
help gauge the skills and understanding of each child.
Allow all children to discuss their opinions. See the
additional resources if a child needs help developing
their skills and knowledge.

Digital Dice Dilemma

How about playing the Digital Dice Dilemnma with your
foster child? Alternatively, check out A Positive Start activity.

Social networking and messaging apps « Device safety settings checklist

UKCIS Digital Passport

« Screentime

Supporting care experienced young +  Wellbeing apps for kids
people online . Fake news

Inclusive Digital Safety advice hub . Find the Fake Quiz
Connecting Safely Online advice hub . Radicalisation

Online safety advice by age group



https://docs.google.com/document/d/1vULMqfSjAwdSpw3bB4CWrhOFKHpD1gkJt7p-axKqRbQ/edit?usp=sharing
https://www.internetmatters.org/connecting-safely-online/things-to-do-together-to-help-young-people-connect-with-others-safely/a-positive-start-activities-to-do-together/
https://www.internetmatters.org/resources/apps-guide/social-networking-and-messaging-apps/
https://www.internetmatters.org/ukcis-vulnerable-working-group/ukcis-digital-passport/
https://www.internetmatters.org/inclusive-digital-safety/advice-for-parents-and-carers/supporting-children-in-care/
https://www.internetmatters.org/inclusive-digital-safety/advice-for-parents-and-carers/supporting-children-in-care/
https://www.internetmatters.org/inclusive-digital-safety/
https://www.internetmatters.org/connecting-safely-online/
https://www.internetmatters.org/advice/
https://www.internetmatters.org/resources/e-safety-checklist-getting-your-kids-tech-devices-set-up-safe/
https://www.internetmatters.org/issues/screen-time/
https://www.internetmatters.org/resources/wellbeing-apps-guide-for-kids/
https://www.internetmatters.org/resources/tackling-fake-news-misinformation-advice-for-parents/
https://www.internetmatters.org/issues/fake-news-and-misinformation-advice-hub/find-the-fake/
https://www.internetmatters.org/issues/radicalisation/learn-about-it/
https://www.internetmatters.org/wp-content/uploads/2022/01/FDS-Resources-Jan_2022.pdf
https://drive.google.com/file/d/1sTSN4S81nQUbCEalwBTS7g7QMJcdsMJ2/view?usp=sharing
https://drive.google.com/file/d/1EO5f0lxrX9baXhk4zcqN-rwAZ-3xXT9N/view?usp=sharing
https://drive.google.com/file/d/1EO5f0lxrX9baXhk4zcqN-rwAZ-3xXT9N/view?usp=sharing
https://drive.google.com/file/d/1buz8DCpy2-qyVOWNZIGZ6CeiapSe8qFm/view?usp=sharing
https://drive.google.com/file/d/1buz8DCpy2-qyVOWNZIGZ6CeiapSe8qFm/view?usp=sharing
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Online bullying
You see someone else being bullied online.
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Digital Family Quiz

How about running an online
Digital Family Quiz?

Resources

Digital resilience toolkit

Parental controls

Setting up tech safely

Having meaningful conversations

Family agreements

Talking to vulnerable children about
online bullying

Cvberbullying advice for voung people

What is a Friend?

Dangers of digital piracy

Downloading and viruses



https://www.internetmatters.org/resources/digital-resilience-toolkit/digital-resilience-toolkit-what-type-of-parent-are-you/
https://www.internetmatters.org/parental-controls/
https://www.internetmatters.org/connecting-safely-online/advice-for-parents/do-the-basics-on-social-media-to-support-young-people/setting-up-tech-safely/
https://www.internetmatters.org/connecting-safely-online/advice-for-parents/first-steps-on-social-media-to-support-young-people/having-meaningful-conversations-with-young-people/
https://www.internetmatters.org/connecting-safely-online/advice-for-parents/do-the-basics-on-social-media-to-support-young-people/setting-up-for-success/
https://www.internetmatters.org/wp-content/uploads/2019/11/CyberBullyingConversationStarters-VulnerableChildren-V3_GBTC.pdf
https://www.internetmatters.org/wp-content/uploads/2019/11/CyberBullyingConversationStarters-VulnerableChildren-V3_GBTC.pdf
https://www.internetmatters.org/connecting-safely-online/advice-for-young-people/the-hard-stuff-on-social-media/cyberbullying/#cyberbullying
https://www.internetmatters.org/resources/the-dangers-of-digital-piracy/
https://www.internetmatters.org/resources/the-dangers-of-digital-piracy/
https://www.internetmatters.org/resources/downloading-viruses/
https://docs.google.com/document/d/1dhNoSAVCrimUTbp0NBqGLXIFCdK9oDkbGuqSr8yk43I/edit?usp=sharing
https://drive.google.com/file/d/1Zc__kM_rBkqOcRmsQgtkvoeIUFN9ehWF/view?usp=sharing
https://drive.google.com/file/d/1Zc__kM_rBkqOcRmsQgtkvoeIUFN9ehWF/view?usp=sharing
https://drive.google.com/file/d/1buz8DCpy2-qyVOWNZIGZ6CeiapSe8qFm/view?usp=sharing
https://drive.google.com/file/d/1buz8DCpy2-qyVOWNZIGZ6CeiapSe8qFm/view?usp=sharing
https://drive.google.com/file/d/1buz8DCpy2-qyVOWNZIGZ6CeiapSe8qFm/view?usp=sharing
https://drive.google.com/file/d/1buz8DCpy2-qyVOWNZIGZ6CeiapSe8qFm/view?usp=sharing
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Trust Buster For younger children or young people with additional needs,
introduce the Connecting Safely Online Reward Chart. For

older children, you may find the Connecting Safely Online

F

ead the 10 statements below

rif you agree with them,

o Storyboard is a good way to help your child learn how to deal
E — e with issues such as inappropriate behaviour online.
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e to Internet Watch
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SRS\ - Reverse image search: Foundation (IWF)

Google Images
Trust Buster or TinEye

~ Young people aged
13+ can report their

- What is peer pressure? own images using the

IWF and ChildLine

ReportRemove tool

. Are they really strangers?

« ‘Il wish my carer knew...

—~  Online child sexual
abuse/exploitation
«  Soyou got naked online? should be reported to
CEOP

« Nudes and sexting
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https://www.internetmatters.org/connecting-safely-online/wp-content/uploads/sites/2/2020/08/IM-CSO-Framework-Rewards.pdf
https://www.internetmatters.org/connecting-safely-online/things-to-do-together-to-help-young-people-connect-with-others-safely/storyboard-activity/
https://www.internetmatters.org/connecting-safely-online/things-to-do-together-to-help-young-people-connect-with-others-safely/storyboard-activity/
http://‘What if?’ Scenarios  
https://www.internetmatters.org/issues/online-reputation/protect-your-child/
https://images.google.co.uk/
https://tineye.com/
https://www.internetmatters.org/connecting-safely-online/advice-for-young-people/the-hard-stuff-on-social-media/what-is-peer-pressure/
https://www.internetmatters.org/connecting-safely-online/advice-for-young-people/the-hard-stuff-on-social-media/are-they-really-strangers/
https://www.internetmatters.org/connecting-safely-online/things-to-do-together-to-help-young-people-connect-with-others-safely/i-wish-my-carer-knew-resource/
https://www.internetmatters.org/connecting-safely-online/advice-for-young-people/the-hard-stuff-on-social-media/nudes-and-sexting/
https://www.internetmatters.org/inclusive-digital-safety/so-you-got-naked-online-guide-for-young-people/
https://report.iwf.org.uk/en
https://report.iwf.org.uk/en
https://www.childline.org.uk/info-advice/bullying-abuse-safety/online-mobile-safety/remove-nude-image-shared-online/
https://www.ceop.police.uk/safety-centre/
https://drive.google.com/file/d/1Sgh8JqQ70uBvWoyf-9dVn4ZlHlq9BnUn/view?usp=sharing
https://drive.google.com/file/d/1Sgh8JqQ70uBvWoyf-9dVn4ZlHlq9BnUn/view?usp=sharing
https://drive.google.com/file/d/1-DRQ5ozk16jftCJkY1yIlp2YoCUV0wy5/view?usp=sharing
https://drive.google.com/file/d/1-DRQ5ozk16jftCJkY1yIlp2YoCUV0wy5/view?usp=sharing
https://drive.google.com/file/d/1sRt3YVN-nkNpOLRBoyEYxmYmBQ2tWTWO/view?usp=sharing
https://drive.google.com/file/d/1sRt3YVN-nkNpOLRBoyEYxmYmBQ2tWTWO/view?usp=sharing
https://drive.google.com/file/d/1sRt3YVN-nkNpOLRBoyEYxmYmBQ2tWTWO/view?usp=sharing
https://drive.google.com/file/d/1sRt3YVN-nkNpOLRBoyEYxmYmBQ2tWTWO/view?usp=sharing
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Reporting Reminder

Throughout the course we've
referenced different ways to
report illegal content online.

Here's a reminder.
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Thinking about how your behaviour online
influences what other people think of you.
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hat can you do if you shared something online that
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Resources
- Digital skills

(LearnMyWay)

Parental controls

Promoting positive
body image

Managing online
identity

Creating passwords
and usernames

Recovering a hacked
account (NCSQ)

Create your cyber
action plan (NCSQC)



https://www.learnmyway.com/
https://www.learnmyway.com/
https://www.internetmatters.org/parental-controls/.
https://www.internetmatters.org/resources/promoting-positive-body-image-with-children/
https://www.internetmatters.org/resources/promoting-positive-body-image-with-children/
https://www.internetmatters.org/resources/helping-young-people-manage-their-online-identity/
https://www.internetmatters.org/resources/helping-young-people-manage-their-online-identity/
https://www.internetmatters.org/connecting-safely-online/things-to-do-together-to-help-young-people-connect-with-others-safely/password-and-username-activity/
https://www.internetmatters.org/connecting-safely-online/things-to-do-together-to-help-young-people-connect-with-others-safely/password-and-username-activity/
https://www.ncsc.gov.uk/guidance/recovering-a-hacked-account
https://www.ncsc.gov.uk/guidance/recovering-a-hacked-account
https://www.ncsc.gov.uk/cyberaware/actionplan
https://www.ncsc.gov.uk/cyberaware/actionplan
https://drive.google.com/file/d/1IWhSvvQ6BMfJje0I2GIbVzxQorAVj58I/view?usp=sharing
https://drive.google.com/file/d/1IWhSvvQ6BMfJje0I2GIbVzxQorAVj58I/view?usp=sharing
https://drive.google.com/file/d/1YVYTnAbcKFDr_lHMYTXv-MFPHqZQv5YW/view?usp=sharing
https://drive.google.com/file/d/1YVYTnAbcKFDr_lHMYTXv-MFPHqZQv5YW/view?usp=sharing
https://drive.google.com/file/d/1RcQJ51oJ7vBMRe3_kGA46s-l-kepHlPZ/view?usp=sharing
https://drive.google.com/file/d/1RcQJ51oJ7vBMRe3_kGA46s-l-kepHlPZ/view?usp=sharing
https://drive.google.com/file/d/1fH4nPJBB6xsW6YnaFuGmORUIiX_WDXZ9/view?usp=sharing
https://drive.google.com/file/d/1fH4nPJBB6xsW6YnaFuGmORUIiX_WDXZ9/view?usp=sharing
https://drive.google.com/file/d/1793eAuiBBt1XjojqQoaefDezX1fJ2Zgv/view?usp=sharing
https://drive.google.com/file/d/1793eAuiBBt1XjojqQoaefDezX1fJ2Zgv/view?usp=sharing



