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Children and families’ wellbeing in a digital world: a four-dimensional model

Wellbeing in a digital world means the processes and pathways for accessing
the benefits of digital participation, in ways that manage risks and maximise

opportunities to us all. Wellbeing in a digital world includes the relationships

between digital participation and developmental, emotional, physical, and social

wellbeing. It happens in the context of a wider world. It applies to everyone.

It changes all the time.

Overview

Being online, in a world mediated by digital technologies, brings significant benefits
to children and young people. This is already recognised by those who have an interest
in their wellbeing — their families and the professionals and communities who support
them. In fact, digital interaction has become almost indispensable for participation and
progress in the modern world, and the development of these skills is an essential part
of preparedness for adult life. The pandemic has offered societies an opportunity to
shift away from debates surrounding ‘digital wellbeing’, and towards the more nuanced
concept of ‘wellbeing in a digital world'". ‘Digital wellbeing’ implies digitally-mediated
wellbeing as distinct and with clear boundaries. In contrast, ‘wellbeing in a digital world’
acknowledges the complicated world in which our children and young people grow and
change, and offers a number of opportunities.

The shared digital world, the Internet, has grown
rapidly and become endemic in children’s lives,
and yet the social norms and protections have
been much slower to resolve meaning there

remain considerable concerns. With this growth are
frequent digital world changes, and much of this is
unregulated, with few social and legal constraints
to protect us as we make our way. Such challenges
related to mass participation have become even
more urgent with the COVID-19 crisis.

Most people want to be good parents, carers and
family members. Most families who have access

to digital technologies, therefore, want high
quality advice on how to help themselves and their
children make the most of opportunities, while
managing risks. They recognise that this is not

just their responsibility, but the responsibility of
schools, technology companies, and governments.

They want agency, for example knowing how
to report someone behaving in an inappropriate
way towards children in a digital setting.

Families want to know how best to talk together
about the way everyone in the family uses
connected technology. It is hard to compare
your own experience with those of others.

For example, questions may be raised, like are
you spending too much time online? Are your
children spending too much time online? Or

is this typical for children and young people
nowadays? Parents want to address not just how
long children are spending on devices, but what
they are doing with that time. They want to know
whether they are making the right choices about
their use of technology: both individually as
adults, by children and within the family.
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Many families do not have access to technologies,
but children and young people who do not have
access at home, will do so in other places - such as
school or friends’ houses - and therefore they need
both advice and guidance as much as anyone else,
but also opportunities to benefit from the use of
digital technologies. Unfortunately, some families
are unable to, or struggle to, provide a healthy,
happy environment for their children, and we need
to make sure that digital technologies are used

in ways that give these most vulnerable children
every chance of a good life.

In this context, considering the range of digital
access, usage, and behaviours in different families,
we want to understand what wellbeing is in a
digital world, and how to best support families in
managing their use of technologies. We seek to
develop a definition and benchmark for wellbeing
in a digital world in the UK in the 2020s. This

will help to give a 'big picture’ of where we are,
and what problems people are struggling with.

A benchmark of digital wellbeing will allow each
family to judge for themselves where they are
doing well. It might also suggest the need for a
change in behaviour, by the adults as well as the
children in a family. And it could be a catalyst

for seeking help from communities, schools or
expert organisations.

Any assessment of digital wellbeing must capture
the full range of impacts arising from digital
participation, and recognise that the evidence is
complicated and mixed. Approaches which look
only at risks and harms fail to account for the

imperatives which keep people connected to this
complex world of risks and opportunities. On the
one hand if we emphasise the bad side, we fail to
understand why people need to be online. But
on the other hand if we only talk about the good
side we will fail to see the risks. Our model must
balance, as real life does, the potential for good
and bad and the vast continuum in between.

Previous research tells us that any measure must
be multi-dimensional and dynamic to reflect
everyday family life. For the first time, our work
will do this in a way that reveals the complexity in
this landscape, helps us to explain changes over
time, and enables us to give guidance to families
tailored to their own circumstances. Our model
also acknowledges and respects the diversity

of modern populations, for example diversity

of gender, neurotype, ethnicity, or cognitive
capability, or the socio-economic circumstances
in which a family may find themselves. When we
universalise, we may fall into the trap of modelling
majority or dominant lifestyles. All measures must
be reviewed with diversity and inclusion in mind.

And finally, research has identified sub-groups

of vulnerable children, young people and

families who may have multiple, intersectional
issues such as disrupted or unsafe family lives,
experience of living in care, chronic ill-health,
disability and structural, chronic disadvantage.
Our research tells us that these groups experience
a disproportionate amount of online risk, with
negative feedback into already challenging lives'.
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The four-dimensional model

The four dimensions of digital
wellbeing within families

There are many ways of defining and measuring
wellbeing?. Drawing on the wider literature and
our conversations with 31 people from multiple
sectors, we propose that digital wellbeing is
assessed along four dimensions, which comprise:

1. Developmental wellbeing: realisation of
cognitive capabilities and achievement of
educational potential; managing financial
responsibilities that come with maturation;
personal growth.?

2. Emotional wellbeing: healthy emotional
development; ability to cope with stress and
setbacks; spiritual development; development
of thoughtful values and a positive outlook;
space and opportunities to flourish; life
purpose; autonomy; feeling successful.*

3. Physical wellbeing: achievement and
maintenance of healthy thriving; development
of physical capabilities; using technology
in physical safety; access/lack of access to
supportive or accessibility technologies.

4. Social wellbeing: participation in wider
communities including schools, clubs or
societies; being an active citizen; ability to
work with others; healthy interaction with
online communities; maintenance of positive
and sustainable online personae; managing
the risks of grooming and exploitation;
development and maintenance of good
relations with significant people both online
and offline; communication with people
we know.

The model operates at two intersecting levels — the
individual (parent or child) and the family. These two
levels exist in a wider social, political, and economic
and technological ecosystem that includes schools,
work, and leisure. It recognises that — in a digital
world — family wellbeing does not just comprise the

sum of the wellbeing of people within the family.
It also recognises that the responsibility to be
‘well" in a digital world does not solely lie with
children, young people and their families; it lies
with technology designers and developers,
platforms, and policy-makers to create a

‘level playing field" for everyone.

We recognise that all of these dimensions have
potential to be interlinked. All this in the context
of a wider set of intersecting life journeys

for families, of which digital experience is an
important part but not the whole. The wellbeing
of every person is embedded in a larger social
and environmental context which depends on
and relates to the health and wellbeing of the
people and groups within it. Families form part of
this wider context, but live in complicated socio-
economic worlds. The wellbeing of each person
depends upon opportunities for appropriate
economic participation, and social and political
engagement. And a healthy society is made

up of people who are willing and able to work
collaboratively towards a sustainable future.

The next section summarises some of the positive
and negative impacts of digital participation

on the four dimensions of wellbeing in a digital
world. Many of these impacts can also change
over time. So, in our model we think about them
not just as positive or negative, but as a range

or continuum. Crucially, the model will enable us
to begin to understand both the experiences of
individual children and young people, and also
complete family units.

Everybody is responsible for managing
the risk and making the most of the
opportunities for developmental,
emotional, physical and social wellbeing

in a digital world - individual, families,
communities, policymakers, professionals
and technology designers and developers.
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1. Developmental wellbeing

People should be able to think and reason and
apply their abilities to problem solving and to
become able to use technology in ways that suit
their needs; whether that be to make effective

use of a social media site, or to design and

create a new app. Most young people will gain
skills for future employment. Developmental
wellbeing depends on the realisation of our
cognitive capabilities and potential. It includes
competency, maintaining attention, memory, and
critical thinking. It means access to the systems and
processes that are in place to support learning and
thinking, and an awareness of the responsibilities
they need to assume and the rights® to which
children, young people and families are entitled.
For families, children and young people it means
engagement with formal and informal education,
and the journey to mature adult cognition. For
families, it means ensuring that children and young
people are well-supported in that journey, taking
full account of complex identities and intersections
with additional needs such as autism and deafness.

Online experiences and interactions can
affect developmental wellbeing:#

¢ To develop well in a digital world, you
can benefit from: opportunities for learning
new skills and developing a sense of wonder;
opportunities to develop thinking, collaboration,
organisation and problem-solving skills;
opportunities to bring together content to
offer to others; access to new information and
online learning including gaining qualifications;
exposure to alternative opinions and world-
views and examples of mature rational
discussion; secure understanding of how data
are used; and the digital skills, confidence and
competence for everyday tasks and roles in
daily life (including work, homework, household
administration and financial management).
For some, technology can even provide an
income stream, for example through the safe
monetisation of digital platforms’.

*  You will need to manage the risks from:
exposure to disinformation; fake news; fallacies
and conspiracy theories; living in an echo-
chamber; wasting or missing opportunities
to learn; seeing examples of unhelpful and
irrational thinking; cybersecurity challenges
such as managing personal data online;
challenges to financial wellbeing such as
exposure to the varied and subtle ways that
online games take money from players,
sometimes in tiny but repeated payments.

2. Emotional wellbeing

Emotional wellbeing does not mean avoidance

of all difficulties or negative emotions. However,
over time, people learn to manage their lives and
emotions by developing constructive strategies to
survive and flourish in adversity® — some people

call this 'resilience’. We acknowledge that some
individual children or young people and their families
must struggle to manage lives of disproportionate
difficulties and chronic disadvantage, and this
includes the ways they develop and manage their
identities and sense of self. Well-adjusted emotional
and other responses must be complemented by
local, national and global efforts to improve lives
rather than simply expecting families to cope.

Online experiences and interactions can affect our
emotional wellbeing:?

¢ To be well in a digital world, you can
benefit from: opportunities for creativity and
self-expression, for example online curation of
links to hobbies; opportunities to be authentic,
for self-validation and building self-worth;
information about methods of self-regulation
such as timed meditation practice apps;
channels that let us articulate our emotions and
validate our experiences, for example special
interest groups on social media; exposure to
positive role models; harmless strategies for
distraction and management of emotional
pain; opportunities to engage in joyful and
enjoyable activities such as developing or
operating in gameworlds.

[6]



Children and families’ wellbeing in a digital world: a four-dimensional model

¢ You will need to manage the risks from:
addiction; low self-worth; increased
emotional distress; destructive behaviours
or beliefs such as self-harm or radicalisation;
shaming and isolation; ‘doom-scrolling’
(continual scrolling through negative news);
unrealistic comparisons against impossible
standards; exposure to harmful content
such as extreme pornography; exposure
to ‘persuasive design’ and a desire for
constant, instant self-gratification.

3. Physical wellbeing

Physical wellbeing means being healthy,
growing, and thriving. Everyone needs to be
able to take exercise to feel well and happy.
Those with chronic health conditions and
disabilities face additional physical challenges.
Some children, young people, and entire
families experience challenges to physical
wellbeing imposed by their environment,

such as poor housing or lack of open green
spaces, and difficulty in obtaining healthy food.
As we know, people with multiple intersecting
challenges are at greatest risk. Within these real
constraints most families have some scope to
develop more or less healthy lifestyles.

Online experiences and interactions can
affect physical wellbeing:™®

¢ To be well in a digital world, you can
benefit from: opportunities to maintain
a healthy balance between sedentary and
active behaviours; to develop new physical
skills; opportunities to participate in mobile
digital activities; access to supportive or
assistive technologies for those with chronic
disabilities, for example reading pens or
visual search engines, or ‘adaptive switches’
designed to help people independently
activate switch-enabled devices such as
smartphones; information about healthy
lifestyle choices; shared or learned activities
for wellbeing (sports, exercise, relaxation).

¢ You will need to manage the risks from:
losing opportunities of doing healthy and
joyful activity in favour of sedentary or
shut-in lifestyles, sometimes called
‘displacement’;"" sleep disruption; exposure
to problematic temptations impacting on
physical health and wellbeing; exposure to
potentially damaging content promoting
unhealthy behaviours towards food or
exercise or negative impact on nutrition;
impact on self-ideation and body confidence.

4. Social wellbeing

We are members of multiple communities and
wider systems. These include people we know
and interact with on a regular basis, as well as
people that we do not know personally, up to

and including mass society within our nation

and world. Children and young people must be
able to participate safely and effectively in adult
society and interact with everyone, from family to
people who are not personal friends, to negotiate
adult life. Their families need to feel confident that
they can help everyone in the unit to experience
this safe and effective participation. An individual
child or young person helps the people with
whom they have a personal relationship —
particularly in their family and close friendship
groups — and is helped by them. We see evidence
of honest communication and mutual respect.
This dimension relates to interaction with known
and unknown others in the physical and digital
worlds and focuses on the important skills and
knowledges children and young people may need
to navigate these complex groups successfully.”?

How online participation can affect social
wellbeing:* 14

e To be well in a digital world, you can benefit
from: relationships with significant others who
bring care and support, opportunities to both
keep apart, and integrate online and offline
relationships and the knowledge of when to
do this; opportunities for shared experiences
and building of new positive relationships;
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maintaining existing relationships; healthy and
open communications; opportunities to help
and support others; mentoring and being a
mentor; access to community of ‘people like
me’ (for example through digital activism

or peer support groups); ability to move
between communities; healthy interaction with
unknown people or in public forums; positive
reinforcement from community participation;
maintenance of a non-destructive and age-
appropriate online presence; opportunities

to be an active citizen.

Conclusion

You will need to manage the risks of:
experiencing and exhibiting bullying behaviour,
grooming and other forms of exploitation;
forming and/or being unable to escape from
destructive relationships; becoming cut off
from family and friends; withdrawal and
alienation; lack of communication or loneliness;
unhealthy comparison with others; fear of
missing out; participation in communities

that are intrinsically harmful, abusive or anti-
social participation styles; a digital footprint
with negative consequences for the future;
isolation from social interaction in digitally-
mediated and physical life; exposure to racism
and other forms of discrimination; development
of antisocial behaviours and alienation from
broader society (such as radicalisation).

Internet Matters commissioned this report on the topic of digital wellbeing for children and families
to inform their future strategy, and to ensure that interventions at policy, practice, and family levels

resonate and lead to productive outcomes for everyone.

What the process revealed was a shift in the wider landscape away from ‘digital wellbeing’, and

towards ‘wellbeing in a digital world". This subtle change represents challenges and opportunities

for those wishing to effect attitudinal and behavioural change. The former implies digitally-mediated
wellbeing as distinct, and therefore more easily targeted through intervention. The latter implies an
acknowledgement of the multi-systemic context in which children and young people live, and in which
complexity must be accounted for in any unit of analysis. Future phases of research will need to strike
a balance between the pragmatism needed to develop and deliver interventions — particularly for

seldom-heard groups — and that complexity.
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A family perspective — additional research

by Internet Matters

This report was developed and validated through
a literature review and through consultation

with stakeholders representing the education
sector, technology industry, policy, the academy,
third sector, media sector, and local authorities.
Internet Matters then took the model to parents
and teens in a set of focus groups to understand
its accessibility, how well the four dimensions
resonated and how they understood their
wellbeing to be impacted by their digital lives.

Through these conversations, it emerged there
was some uncertainty around the term ‘wellbeing’,
particularly for children where it was less well-
used. However, there was a broad understanding
of the concepts involved and participants were
universally able to recognise some potential
impact of the digital world on an individual’s

and a family’s wellbeing.

This phase of the research also presented an

early understanding of the differences seen within
families depending on parenting style and attitude
to technology. Those with stricter rules on digital
access for their children focussed on regulating
their children’s screentime, whereas parents with

a more lenient approach to technology use tended
to speak about having open conversations and
positively engaging in their children’s digital
worlds to a greater degree.

For older teens, they described their online

life as being effectively inseparable from their
non-digital life. They were particularly aware
of the opportunities it provides to be an active
citizen and engage with the world in a way that
only digital media can offer.

Overall, these groups provided reasonable
confidence that the essence of these four
dimensions is valid from the perspective of those
we spoke to with no significant omissions.

Future work

The next stage of this process is to develop the
model further to create a measurement framework
that can then be tested with families around the
country. This will be done in a two-stage process of
in-depth interviews with UK families to allow for a
deep dive into each dimension and to test specific
metrics that can help us understand how they are
managing their own wellbeing in a digital world.
Following this, a large quantitative study will be
conducted at a level that is nationally representative
in order to produce an index score.

These insights will further support the ambition
to deliver tailored resources and evidence-

based solutions to help families maximise the
opportunities of being online while minimising
the risks. Typologies and segmentations will be
considered to allow for targeted content and
support materials to be produced by Internet
Matters that are accessible, relevant and relatable
for different family audiences and can deliver
measurable and meaningful change.
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Glossary

Agency

‘Agency’ means you have control over your

life. You can take action to achieve your goals,
with reasonable hope that your actions will be
effective. Lack of agency makes us feel helpless.

Increasing agency gives us motivation and energy.

Cognitive capability

Cognition can refer to any mental process, but we
use it most often to refer to reasoning, decision
making and reflecting. Our cognitive capability

is often referred to as ‘intelligence’. This is not a
single skill but a web of interacting abilities and
characteristics.

Communities

Groups of people form communities. Typically,
a ‘community’ is distinguished from a ‘society’
which encompasses everyone within a large
geographical area. A community of people will
interact with each other - for example face to
face or online. Interaction within a community is
partially requlated by social norms. People may
belong to several communities.

Developmental wellbeing

‘Development’ means progress and growth. All
children must develop their abilities, through
formal schooling and other types of learning,
and development continues in adulthood. In
this paper, when we talk about developmental
wellbeing, we are referring particularly to the
development of learning, cognition, knowledge
and understanding.

Digital technologies

Here ‘digital technologies’ include any connected
devices that allow internet access including all
types of computers and extending to tablets,
phones, games consoles, smart TVs, voice
assistants and other devices.

Displacement

When you are prevented from completing

an activity your energy may be ‘displaced’ to

an alternative activity. For example if you are
prevented from being active outdoors, your
displaced energy may be redirected to playing a
computer game.

Diversity

‘Diversity’ is a general term that means variety.
When used as a positive term ‘diversity’ asserts
that all types of people have a valuable place in
society. Diversity can include all the ways that
people vary and differ from each other. That
includes differences of lifestyle, ethnicity, gender,
religion, sexuality, capability, and ways of thinking
and being. People in minority groups may face
challenges relating to diversity. Their needs may
be overlooked, and they may be undervalued.

Emotional wellbeing

‘Emotion’ means the internal feelings that arise

in us as we experience our lives. Some emotions
are pleasant, and some are painful. Emotional
wellbeing does not mean avoidance of painful
feelings. It means learning to manage our feelings
so that we are not completely overwhelmed by
either good or bad experiences.

Families

A ‘family’ is a group of people who are committed
to supporting each other long term. It often includes
parents, carers and their dependent children.
Different cultures think about families in different
ways. In the modern world people are exploring
new ways of forming families. Some families fall
short of the ideal of support and commitment.
Because we are a culturally diverse society, we must
make sure that, when we think of families,

we remember that families differ a great deal.
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Intersectional

‘Intersectionality’ means the challenge of
belonging to multiple diverse groups. We know
that people in minority groups or undervalued
groups may experience challenges. Some people
belong to more than one such group: they will
therefore experience multiple challenges. The
challenges may interact, and this can multiply
the impact on an individual.

Persuasive design

Much of what we encounter online is trying

to persuade us of something. For example, to
change our political opinions, or to buy a product.
Websites, games, videos and other online content
are all designed to be as persuasive as possible.
For example, it can be hard to stop playing a
game, or easy to spend money in a game, and
this can be because of persuasive design.

Physical wellbeing

The ‘physical” world is the material world in which
we live. Our physical wellbeing means the health
and functioning of our physical bodies. We all
have different physical aptitudes and challenges.
There are decisions we can make to improve our
physical wellbeing, despite the limitations of

our circumstances.

Self-regulation

When we are controlled by rules set by others
that is 'regulation’. When we control ourselves
that is ‘self-regulation’. Self-regulation means we
keep a check on our own feelings, beliefs and
behaviour. We make changes to address any areas
where we see room for improvement. Good self-
regulation increases wellbeing and gives a person
increased agency.

Shut-in lifestyles

A shut-in lifestyle describes a person who mainly
stays in a single room or building, and rarely or
never goes outside. These people may also have
little face to face interaction with others.

Social wellbeing

The ‘social’ world is the human community in which
we interact with others. Human beings rely on
social interaction as one aspect of their wellbeing.
Social wellbeing means that these interactions are
positive, manageable, and constructive.

Supportive or assistive technologies

People who experience challenges, in particular
physical challenges, may find that technology
can mitigate or relieve issues that cause them
difficulty. An example would be voice-activated
software for people with reduced use of their
hands from arthritis. There are many different
types of technology which fall into this category

Thriving

For any living creature, such as a child, it is not
enough just to stay alive. They must also have the
chance to grow and develop in a healthy way. We
call this “thriving’. Even as an adult, when growth
is over, we thrive if we stay healthy and continue
to develop according to our age and abilities.

Vulnerable

"Vulnerability’ means being at risk of harm. Some
circumstances and conditions make individuals
more vulnerable and they can experience multiple
types of vulnerability. Vulnerability can be
reduced by putting protective measures in place,
and by helping people to avoid harm.
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Appendix: Methods

Phase 1: Rapid review

Between December 2020 and February 2021 we
carried out a rapid review of the existing literature
using the following parameters:

e Published in English between 2015 - 2020

e Preliminary focus on literature emerging
from the UK, Ireland, Australia, Canada and
the USA, expanding as required in line with
keyword search outcomes.

e Databases searched: SCOPUS, JSTOR, ERIC,
PsycInfo and Sociological Connection

We used combinations of, and intersections for,
the following search terms:

Digital wellbeing Family/families

Family wellbeing Emotion

Self Mental health

Cognitive health Digital poverty

Physical wellbeing Childhood

Digital technologies  Definition wellbeing

Relationships Identity

Resilience Technology access

Memory Social wellbeing

Key clusters of meaning and strength of
association within and between clusters were
revealed through thematic analysis, leading to
the four dimensions represented in the model.
A definition and supporting model document
were drafted to support Phase 2.

Phase 2: Consultation

In February 2021 we took the draft definition to
stakeholders for consultation. Consultations were
held virtually and with individual organisations in
30 minute slots. We consulted with 31 stakeholders
representing the education sector, technology
industry, policy, the academy, third sector, media
sector, and local authorities. Key themes emerged
from the consultation, leading to further revision

of the definition and accompanying report.

Phase 3: Focus groups with
parents and teens

Following the consultation with leading
individuals in the sector, we took the definition
to families in April 2021. Four focus groups;

two with parents, one of stricter attitudes towards
family access to technology and digital devices,
one more lenient; and two with teens, one group
of 13-year-olds and the other 16-year-olds. The
focus groups were one hour discussions around
understanding of digital wellbeing, the role it
had in their lives and then using the four
dimensions as a framework for debate.

This validation of the definition helped us to
refine the document to better understand where
there was confusion in certain terms or phrases,
where more detail or explanation was required
and which dimensions resonated with the groups
and their daily lives.

These focus groups were devised and delivered
by our agency partner RedBlue.
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